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@) Introduction

Open data is defined by Ukrainian law' as “public information presented in a format allowing for automated
electronic processing of the said information, and ensuring free and unrestricted access to it and its subsequent use”
Open data helps monitor the work of government agencies, improve government services and create new services
and tools. Dozens of products have been created on the basis of open data: online services and analytical modules,
applications and chatbots used by millions of people every month?2.

It is extremely important to measure the effect from open data, because it helps evaluate performance of
governmental authorities and creates a mechanism of tracking progress over time. A series of thematic studies of
how open data can be used to solve social problems, namely to combat corruption are being conducted in Ukraine for
the first time with the assistance from the Ministry of Digital Transformation.

This report covers open data and its potential to improve the business environment and may point to some findings
similar to the Ease of Doing Business Index published by the World Bank but differs by purpose and subject of the study.

The Doing Business rating focuses on studying regulatory acts that affect doing business. While this study offers
analysis how open data and/or open data-based products can help entrepreneurs address problems and avoid
corruption risks that businesses in Ukraine may face. For example, to protect against raider seizures and fraud,
to automate and improve business processes and get rid of bureaucracy. The purpose of this study is to analyze
the corruption risks existing in the field of doing business in Ukraine and what anti-corruption and social effects
products can have based on open data in this area.

1 https://zakon.rada.gov.ua/laws/show/2939-17#Text
2 https://cdn.regulation.gov.ua/f6/aa/ac/e6/regulation.gov.ua_GB%200pen%20data%20UA%20upd%20(2).pdf
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In particular, in this study, the authors consider the following examples of the value of open government data for doing
business in Ukraine:

e Open data tools for verifying potential contractors help avoid financial losses, fraud and failure by potential contractors
to perform their obligations. Analytics are provided by YouControl, Opendatabot, Liga Contr Agent and others.

e Counteracting corruption abuses, inter alia, during attempts of raid seizure of companies. YouControl and Opendatabot
allow detecting and counteracting raider attacks.

* The possibility to automate and optimize workflows, which helps save money, simplify customer interaction and use
employees’ working time more efficiently. Examples of such cases are the use of the API service Opendatabot
by Bot&Partners, Poster, Work.ua and PatentBot.

e The PravoSud and the Court on the Palm tools give the opportunity to more efficiently prepare for litigation and
promptly analyze case law when preparing for cases.

In addition, open data contributed to the creation of the following new markets in the field of doing business: market
for monitoring and verification of counterparties, automation of document management and automatic generation
of reporting. All considered products and services could not function fully without open data.



() Methodology

There are a number of initiatives to quantify the readiness, implementation and impact of open data using a variety
of methods, including expert surveys, data collection and detailed data assessment.

Currently, there are two main areas of open data research3: quantitative and qualitative.

Quantitative approaches (indices, ratings, etc.) are used to measure the progress of the open data policy and compare
results with other countries or established indicators. This makes it possible to impartially assess the activities of states
in the field of open data. As a rule, such studies are conducted globally, and Ukraine is also considered in them#*.

Qualitative approaches are based on information analysis, interviews and focus on researching how data is used and
the impact of open data policy. Such studies analyze the effects achieved, the typologies of effects and the factors that
contribute to the success of open data projects. A limitation of these approaches is the difficulty of demonstrating

the dynamics of development over time.

With the assistance of the Ministry of Digital Transformation of Ukraine and with the support of USAID/UK aid for the
Transparency and Accountability in Public Administration and Services/TAPAS Activity, it is for the first time that a series
of case studies based on international experience, namely Open Data Impact project methodology is conducted in Ukraine.
It includes the study of individual cases of using open data through direct communication with participants in the process
as well as through government documents and information in the media. The primary source of this study became direct
communication with people dealing with open data for business, nhamely heads of services created on the basis of open
data as well as the public.

This study focuses on researching the practices of using open data in the field of doing business and identifying the impact
they have on the lives of people, business and activities of governmental authorities. From August to September 2020,
the authors of the study conducted 10 in-depth remote online interviews with key respondents on this subject.

3 https://www.stateofopendata.od4d.net/chapters/issues/measurement.html
4 https://opendatabarometer.org/4thedition/detail-country/?_vear=2016&indicator=0DB&detail=UKR
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Respondents talked about their activities, experience in dealing with data in the field of doing business, about the
products developed as well as provided data improvement recommendations.

The processed information was grouped by types of problems the business faces in Ukraine and which can be solved with
the help of open data. Each section contains examples of using of government open data and accompanying information:
a description of data application and the effects achieved.

At the end of the report, the recommendations of the authors and respondents are given, which will help fully reveal the
potential of open data that is made public by public authorities in the field of doing business in Ukraine.

The study does not specify all services that use open data in the field of doing business. In particular, the report does not
include: search and analytical system .007°, Vkursi.PRO¢®, Inspection Portal’ and StartBusinessChallenge® by BRDO.

5 https://www.007.0rg.ua/

6 https://vkursi.pro/
 https://inspections.gov.ua/

8 https://sbc.requlation.gov.ua/
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(v Relevant authorities and their powers

The Ministry of Justice of Ukraine is a central executive authority of Ukraine whose operation is directed

and coordinated by the Cabinet of Ministers of Ukraine®. MoJ is the main authority in the system of central executive
authorities on ensuring the implementation of the state legal policy. The work of the ministry is regulated

by the Regulation on the Ministry of Justice of Ukraine'. Territorial bodies of the MoJ, namely interregional departments,
the number of which was reduced from 27 to 8 bodies in 2019, are subordinated to it".

MoJ is the administrator of a number of state registries of Ukraine. Information from these registries is available through
the MoJ’s cabinet of electronic services' as well as in the open data format on the Unified State Open Data Portal®.

The State Fiscal Service of Ukraine* is the central executive body implementing the state tax policy, regulating the
customs sphere and formulating the state policy in the field of combating offenses in the application of tax, customs
legislation as well as legislation on the payment of a single contribution.

On 18 December 2018, the Cabinet of Ministers of Ukraine approved a resolution on the reorganization of the State Fiscal
Service. The draft resolution provides for the division of the SFS into the State Tax Service, which will include tax police
units, and the State Customs Service as separate central executive authorities. The Ministry of Finance of Ukraine

will coordinate the activities of these services. Following the reorganization, the SFS is entrusted with performing fiscal
law enforcement functions until the Financial Investigation Bureau is established'. Moreover, among other things, the
function of preparing and posting open data on state tax policy passed from the SFS to the STS. In this report, the authors
consider the open data of the SFS and the STS as a whole, as two consecutive administrators of data related to tax policy.

° https://www.kKmu.gov.ua/npas/54651128

10 https://zakon.rada.gov.ua/laws/show/228-2014-%D0%BF

" https://zakon.rada.gov.ua/laws/show/870-2019-%D0%BF#n21

2 https://kap.minjust.gov.ua/

13 https://data.gov.ua/organization/ministerstvo-iustytsiyi-ukrayiny

4 http://sfs.gov.ua/

5 https://mof.gov.ua/uk/news/verkhovna_rada_pidtrimala_stvorennia_biuro_finansovikh_rozsliduvan-1836
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The State Tax Service of Ukraine is the central executive authority in the field of taxes in Ukraine, which was
established in 2019 and implements the state tax policy, state policy on administration of a single contribution to
compulsory state social insurance, state policy in the field of combating offenses in the application of tax legislation,
as well as legislation on the payment of a single contribution.

The State Customs Service of UKraine is a central executive authority of Ukraine established in 2019, which
implements the state customs policy and the state policy in the field of combating offenses during the application
of the legislation on state customs affairs.

The State Court Administration of Ukraine is a state body in the justice system that provides organizational

and financial support for the activities of the judiciary within the powers established by law. The SCA consists of the
central staff in Kyiv and a network of 27 territorial offices - one in each of the 24 oblasts, in Kyiv and Sevastopol and

in the Autonomous Republic of Crimea (court cases under the jurisdiction of the District Administrative Court of the
Autonomous Republic of Crimea are temporarily heard by the Kyiv District Administrative Court). The main goal of the
SCA'’s central staff is to promote the effective administration of justice in the courts of Ukraine. In its work it is guided
by the law of Ukraine on the judiciary and the status of judges’s.

The Ministry of Economic Development, Trade & Agriculture of Ukraine is the central executive authority of
Ukraine that formulates and implements state policy in the spheres of economy, trade and agriculture. It is entrusted
with the functions of implementing policy in the field of government and public procurement, tourism and ensuring
the formulation and implementation of state policy in the field of entrepreneurship.

6 https://zakon.rada.gov.ua/laws/show/1402-19
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(=)Status of access to the data

of the Ministry of Justice of Ukraine

According to the resolution of the Cabinet of Ministers of Ukraine No. 835", which approves the list of data sets to
be made public in the form of open data, the Ministry of Justice of Ukraine must publish 15 data sets. The open data
section' of the MoJ’s website contains 13 of the 15 required data sets. The following data sets are missing:

e Notice of trading and other information on selling confiscated and seized property and their results, on property
for free transfer.

e Data from the central database of the seized property electronic trading system.

14 out of the 15 data sets that are mandatory for publication by the MoJ™ have been published on the Unified State
Open Data Portal, including the data set “Notice of Trading for the Sale of Confiscated and Seized Property and Their
Results”, for which Setam SE is responsible?°.

Since September 2018, upon commencement of posting open data on the Unified State Open Data Portal by the

MoJ, the number of data set views is more than 174,000, the number of data set downloads is more than 37,000. The
following two datasets administered by the MoJ are among the ten most popular data sets on the portal: the data set
“Unified State Registry of Legal Entities, Private Entrepreneurs and Public Associations” is the second most popular;
as of September 2020%, 58,862 users viewed it; the data set “Unified State Registry of Regulatory Legal Acts” is the
seventh most popular with 17,509 views.

7 https://zakon.rada.gov.ua/laws/show/835-2015-%D0%BF#Text

18 https://minjust.gov.ua/information-from-reqgister

¥ https://data.gov.ua/organization/ministerstvo-iustytsiyi-ukrayiny
20 https://setam.net.ua/

2t Here and below are the number of views as of September 2020.

10
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The five most popular administrator’s data sets are as follows:

e Unified State Registry of Legal Entities, Private Entrepreneurs and Public Associations (58,862 views).
e Unified State Registry of Regulatory Legal Acts (17,509 views).

e Registry of Administrative and Territorial System (5,503 views).

e Unified Registry of Special Forms of Notarial Documents (3,354 views).

e Unified Registry of Notaries (3,728 views).
A number of sets have one to 3,000 views.

All data sets posted on the website of the MoJ and on the Unified State Open Data Portal are desighed
correctly and clearly:

e The name of the data set corresponds to that approved by Resolution No. 835.

e The date of the first publication of data and information about the latest amendments, the frequency
of updating the data set are indicated.

e A list of searchable keywords is available.
e All data sets are updated on a regular basis in accordance with the requirements prescribed by law.
e All hyperlinks to data sets and data structure sample files are active, and data sets are downloadable.

e Data sets are presented in the required formats: data archives - in ZIP format, the data sets themselves —
in XLS, XML and CSV formats.

e The data in the data sets is structured, unified and has clear sighatures.

e Contact information is available on the responsible person of the data administrator who can be contacted
in case of any questions regarding data handling.

11



The shortcomings that were found included omissions in some data cells, for example, in the registry of debtors, and
incorrect display of Cyrillic text on certain devices.

One of the key problems in the context of access to the data of the MoJ until recently was the restricted access to the
Unified State Registry of Legal Entities, Private Entrepreneurs and Public Associations (USR). According to the activists’
estimates??, the MoJ made 30% of information from the USR publicly available as of the end of 2019. 70% of the data could
be purchased, although it should be freez. Activists appealed to the court to recognize the restriction of access to part

of the USR data as illegal. The court found that the MoJ illegally concealed most of the USR and obliged it to provide the
full USR as open data?4. As a result, the USR was opened in full free of charge?:. The registry is available as open data on
the Unified State Open Data Portal?® and the website of the MoJ?. The full version of the registry must be updated weekly,
however, in fact, there is no update — the latest version is available only as of August 2020.

Open data of the MoJ uses the following services based on open data: YouControl?¢, Opendatabot?®, Vkursi.pro*° and others.

22 https://uacrisis.org/uk/74228-open-data-2

% https://uacrisis.org/uk/74228-open-data-2

24 https://www.epravda.com.ua/news/2019/12/3/654409/

% https://minjust.gov.ua/news/ministry/minyust-vidkriv-edr-u-povhomu-obsyazi

26 https://data.gov.ua/dataset/1c7f3815-3259-45e0-bdf1-64dca07ddci10

27 https://minjust.gov.ua/m/ediniy-derjavniy-reestr-yuridichnih-osib-fizichnih-osib-pidpriemtsiv-ta-gromadskih-formuvan
28 youcontrol.com.ua

2 https://opendatabot.ua/

30 https://vkursi.pro/
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(=) Status of access to the data
of the State Fiscal Service of Ukraine
and the State Tax Service of Ukraine

According to resolution No. 8353, the State Fiscal Service (SFS) is obliged to publish 55 sets of open data. By August
2019, the SFS published all 55 data sets on the Unified State Open Data Portal®2. The SFS was one of 15 administrators
to make public 100% of mandatory datasets and ranked first in the total number of open datasets?:. In 2019, the SFS
won the OpenDataGovernance ranking®4. In addition, according to the estimates of Texty.org.ua in the framework of
the draft assessment of fulfilling the resolution on data opening, the SFS is among the ten administrators in terms of
the number of data sets made public, which are published in machine-readable format, and the formats of all data
sets are fully consistent with their types3.

In the process of reforming the SFS and dividing powers between the State Tax Service (STS) and the State Customs
Service, since August 2019, the STS has been ensuring publication (update) of data sets to be made public as open
data on the official portal of the STS and the Unified State Open Data Portal. in the manner prescribed by law?3s.

At the same time, until January 2020, the SFS continued to proactively open a number of data sets on its website.
Forty-one data sets are available as of today?®. The overwhelming majority of data sets meet all standards: placed in
machine-readable formats, have a description, keywords, information about the first publication and the frequency of
updates. Hyperlinks are active, while previous versions are downloadable. However, since the transfer of some powers
from the SFS to the STS, the data on the website of the fiscal service is not currently updated (since the end of 2019).

31 https://zakon.rada.gov.ua/laws/show/835-2015-%D0%BF#n1276

32 https://data.gov.ua/organization/derzhavna-fiskalna-sluzhba-ukrayiny
3 https://data.gov.ua/progress?q=&order_by=existing_packages

34 http://sfs.gov.ua/media-tsentr/novini/381150.html

% http://sfs.gov.ua/media-tsentr/novini/331856.html

36 https://zakon.rada.gov.ua/laws/show/227-2019-%D0%BF#Text

37 http://sfs.gov.ua/datasets.php?g=&0=0&p=1
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Despite the fact that the SFS has not published new data on the Unified State Open Data Portal for more than a year,
the available data sets continue to be in demand. Since September 2018, they have been viewed more than 140,000
times, and downloaded more than 22,000 times. The registry of value added tax payers is one of the ten most popular
data sets on the portal (13,939 views)3®. The TOP 5 data sets of the SFS are as follows:

1 Registry of Value Added Tax Payers (13,939 views).
2 Registry of Flat Tax Payers (6,319 views).

3 Registry of Issued, Temporarily Suspended, Revoked Licenses for Retail Trade in Alcoholic Beverages and Tobacco
Products (3,925 views).

4 Information on economic entities with a tax debt (3,571 views).

5 Tax debt information: total amount, amount and number of deferrals up to a year and more than a year (2,503 views).

Mandatory data sets of the SFS must be published by the newly established STS and the State Customs Service since
August 2019. However, the laws governing the activities of the newly established bodies lack information on the division
of powers concerning the publication of open data3®. Such information is also missing in the CMU Resolution No. 835.

The STS publishes data sets both on the Unified State Open Data Portal*® and on its own website#. 50 data sets are
available on the state portal, including 41 mandatory data sets, which the STS must make public in accordance with
the law. The nine sets mainly relate to the regulatory and legal framework of the administrator and the organizational
structure. However, the STS opens several data sets proactively, for example: “Annual procurement plans”4 and “Lists
of regulatory acts indicating the date of entry into force, the term of the basic, repeated and periodic monitoring

of their effectiveness and information about the place of making them public”4.

38 https://data.gov.ua/stats2/common

39 https://zakon.rada.gov.ua/laws/show/227-2019-%D0%BF#Text

40 https://data.gov.ua/organization/tax

4 http://tax.gov.ua/datasets.php?g=&0=0&p=1

42 https://data.gov.ua/dataset/4c642c4b-a743-4d99-a8c0-21628a77f3e4

4 https://data.gov.ua/dataset/pereliki-regulyatornih-aktiv-iz-zaznachennyam-dati-nabrannya-chinnosti-stroku-provedennya-bazovogo-p
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During the year of publishing open data of the STS, these data sets were viewed by more than 26,000 users an downloaded
more than 4,000 times. The five most popular data sets of the STS are as follows:

1 Unified State Registry of Economic Entities Licensed for Production, Storage, Wholesale and Retail Trade in Fuel,
and Sites for the Production, Storage, Wholesale and Retail Trade in fuel (3,627 views).

2 Registry of Flat Tax Payers (2,074 views).
3 Registry of Value Added Tax Payers (1,643 views).
4 Information on economic entities with a tax debt (1,006 views).

5 Registry of Non-Profit Institutions and Organizations (711 views).

56 data sets are available on the website of the STS. The website has a convenient search engine and filters, with the
possibility to sort and filter by popularity, name, format and other features. The vast majority of data sets meet all
standards: placed in machine-readable formats, have a description, keywords, information about the first publication and
the frequency of updates. Hyperlinks are active, previous versions are downloadable and data sets are updated

on a regular basis.

The STS monitors proposals and comments of users of their data on the Unified State Portal of Open Data. During the year,
they processed 12 appeals and proposals (information is provided for the “Proposals” section for each data set published
by the STS). Requests related to various problems and inconveniences that occurred while dealing with data sets
(inconvenient formats, data errors and data update delays). The website of the STS offers a survey on the quality of open
data as well as the collection of requests to open new data sets.

The State Customs Service (SCS) must now publish part of the mandatory data sets related to customs control and
governance (and those previously made public by the SFS on the open data portal). There are at least 13 such data sets. In
November 2020, six data sets were made public; they are all made public for the first time and contain no historical data%:.

15



At the same time, the published data sets do not meet machine readability standards. In June 2020, the SCS launched an
online portal where part of the registries is available*s. Eight of the thirteen data sets are available on this portal. All data
sets are in machine-readable formats (mostly xIs*) but their structure has a number of the following problems:

® There are merged cells.

® There are headings and captions.

e The name of the data set on the portal does not correspond to the name fixed by law.
e Missing search keywords.

¢ Information is provided with omissions and there are empty cells.

e Attribute names are not in Latin.

e No historical data.

Some information is available on the previous version of the website of the SCS4*5, for example: “Directory of places where
customs clearance is carried out on the principle of the Single Window” and “Registry of Persons Making Operations with

Goods”. However, the information is not presented as open data and is available only through the web interface of the website.

Data updated for the three data sets are not available both on the Unified State Open Data Portal and on the websites of
the SCS (historical data is available on the portal for November 2019, when the SFS was the data administrator):

¢ Information about the average time of customs clearance of goods in customs regimes of export, import and transit.

¢ Information about the number of foreign commercial vehicles that have entered the customs territory of Ukraine by
country of registration.

e Information about the average time of customs clearance of goods in customs regimes of export, import and transit.

Open data of the SFS (and now the STS) uses the following services: Opendatabot, YouControl, Ring* and others.

45 https://customs.gov.ua/reiestri-ta-dani
46 https://cabinet.customs.gov.ua/
4 https://ring.org.ua/
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() Status of access to the data
on financial statements of companies

Financial statements are a document containing information about the financial condition and performance
results of a company+.

Previously, this information was classified as confidential (except for private joint stock companies). However,

in October 2017, amendments to the Law on Accounting and Financial Statements were adopted, which entered into
force on January 1, 2018. According to the amendments, “the financial statements of companies shall not constitute
trade secrets, shall not be confidential information and shall not belong to restricted information, except as provided
by law”. Now companies are required to provide copies of financial statements at the request of legal entities and
natural persons in the manner prescribed by the Law of Ukraine “On Access to Public Domain Information”. They
must provide such data in two formats:

e At the request of any person or organization concerned.

e To be published regularly as an array of data (as open data).

The financial statements are available to three key authorities: The State Statistics Service, the Ministry of Justice
(to which the State Statistics Service provides information directly) and the State Tax Service. However, none of
the authorities opens this data (neither upon request nor as open data). The State Statistics Service refers to the
secrecy of statistical information. The tax service refers to the non-opening of taxpayer information*°.

A number of hon-governmental organizations and experts, including the Better Regulation Delivery Office (BRDO),
YouControl, Bihus.Info, the CHESNO Movement, OpenUp and Transparency International Ukraine have made public
a joint appeal to the relevant administration authorities to comply with the laws immediately®°, but this data
remains closed as of November 2020.

48 https://opendatabot.ua/blog/186-balance
49 https://brdo.com.ua/analvtics/finansova-zvitnist-kompanij-zakryti-vidkryti-dani/
50 https://ti-ukraine.org/news/fahivtsi-z-vidkrytyh-danyh-vymagayut-vid-podatkovoyi-min-yustu-ta-derzhstatu-opryvlyvudnyty-finzvitnist-kompanij/
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(e)Status of access to the data of the State
Court Administration of Ukraine

The State Court Administration (SCA) must make public seven data sets. However, only five data sets are available on
the Unified State Open Data Portal®'. These data sets have more than 41,000 views since September 2018. They have been
downloaded more than 12,000 times. The Unified State Registry of Court Decisions for 2020 is one of the ten most
popular data sets on the open data portal — it has been viewed more than 17,000 times.

The SCA also makes public data on its website in the form of open data sets®? and creates services that facilitate users’
access to information. For example, you can find out the status of a court case through a search tool, knowing the
proceeding number, case number, parties and other details®. A similar algorithm can be used to find out the list of court
cases to be heard?3:. However, if information on the status of court cases can be found on the Unified State Open Data
Portal, the list of court cases to be heard is not available on both the portal and the website of the SCA.

The main shortcomings of the most popular data set of the Unified Registry of Court Decisions (URCD) often
include the following®s:

e Empty fields (humber, case category).
e One cell contains several categories of cases.
e Only the surnames and initials of the judges are indicated (full name must be specified).

e Some hyperlinks to court decisions do not work.

5 https://data.gov.ua/organization/derzhavna-sudova-administratsiia-ukrayiny?q=&sort=views_recent+desc
52 https://dsa.court.gov.ua/dsa/inshe/oddata/

5 https://court.gov.ua/fair/

54 https:/ court.gov.ua/assignments/

5 https://dejure.foundation/library/vidkryti-dani-sudovoi-viady
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Other data sets have a number of similar problems (the state of legal cases, court statistics) — incompleteness, 19
non-uniformity, late updating and unsuitability for processing.

In addition, journalistic investigation results®® showed that some documents disappeared from the registry. According
to the analytical system YouControl, 229,600 documents related to criminal, administrative, civil and economic cases
were removed from open access during 2018.

Furthermore, a number of data sets available to the SCA are not currently published. In particular, these are quarterly
statistical reports on the administration of justice by courts and court case automatic distribution protocols

The following services use SCA’s open data: Opendatabot (search in the Unified Registry of Court Decisions “Babusia”
and Analysis of Company’s Court Processes “Zebra”), YouControl, Court on the Palm?%, PravoSud>® and others.

56 https://www.slidstvo.info/articles/vak-bilshe-200-tysvach-dokumentiv-znykly-z-sudovogo-reyvestru/
5 https://conp.com.ua/
58 https://pravosud.com.ua/
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(=)Status of access to the data

of the Ministry of Economic Development,
Trade & Agriculture of Ukraine

The Ministry of Economic Development, Trade & Agriculture of Ukraine is obliged to publish 60 mandatory data sets.

54 data sets are currently available on the Unified State Open Data Portal>®. Since September 2018, when the first data
sets were published, the data of the administrator have been viewed more than 38,000 times and downloaded almost
7,000 times.

The five most popular data sets published by the Ministry of Economic Development, Trade & Agriculture are as follows:
e State Registry of Certificates of Ukraine for Marks for Goods and Services (12,494 views);

e State Registry of Work Copyright Registration Certificates (10,966 views).

e Registry of Approved Types of Measuring Equipment (7,388 views).

e List of international technical assistance projects with the support of donor countries that are implemented in Ukraine
and have passed state registration (re-registration) in the MEDTA (4,916 views).

e State Registry of Patents of Ukraine for Utility Models (6,901 views).

59 https://data.gov.ua/organization/ministerstvo-ekonomichnoho-rozvytku-i-torhivli-ukrayiny?g=&sort=views_recent+desc
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The main disadvantages of data sets of the MEDTA are the following:

® There are merged cells.

e There are headings and captions.

e Empty cells.

e Attribute names are missing.

e Different data types in one column.

e Multiple tables with different structure on one sheet.
Moreover, most data sets are not updated regularly.

On its website, the MEDTA makes public only the registry of data sets owned by the ministry®°. The registry contains
links to all data sets available on the Unified State Open Data Portal. Some information on patents is available through
the Ukrpatent’s website® via information and reference systems®2. However, such data is not duplicated in the format
of open data on the website of the MEDTA.

MEDTA’s open data uses such services as Opendatabot, PatentBot®, YouControl and others.

60 https://me.gov.ua/Documents/Detail?lang=uk-UA&id=f7fcc5dd-8e30-4599-b3cc-611afdbfOd21& title=Restr-perelik-NaborivVidkritikhDanikhMinisterstva

61 https://ukrpatent.org/uk
62 https://ukrpatent.org/uk/articles/bases2
63 https://patentbot.online/ua/
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(9 Open data usage scenarios

New opportunities to test potential counterparties

Y Problem

According to a survey of economic crimes and fraud in Ukraine, 48% of Ukrainian respondents reported that

their organization had been a victim of economic crimes and/or fraud during the last two years. On average, this
corresponds to the global level of 49% but indicates an increase of this indicator in Ukraine compared to 43% in
2016%4. 36% of fraud cases were committed by a third party. 31% of respondents indicated that their organization’s

losses caused by the most significant cases of fraud amounted to more than $100,000, and 12% of them reported
losses from $1,000,000 to $50,000,000.

& Those Affected

Business owners, employees of companies

64 https://www.pwc.com/ua/uk/survey/2018/pwc-gecs-2018-ukr.pdf
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How open data can help resolve the problem

Open data provides the opportunity to the Ministry of Justice of Ukraine and the State Tax Service of Ukraine to
check potential counterparties before commencement of cooperation and sighing of the agreement. In particular,
the following information can be checked:

* Presence of tax debts and wage arrears of a potential counterparty.
* Presence of judicial proceedings.

e Being blacklisted by the Antimonopoly Committee of Ukraine and the Ministry of Economic Development,
Trade & Agriculture of Ukraine.

e Verification of founders and participants.

e Verification of permits and licenses.

In case of detecting suspicious information obtained from open data, the customer minimizes the likelihood of
suffering as a result of cooperation with unreliable partners and incurring losses from their fraudulent actions.

In addition, the process of verifying counterparties has been significantly improved, accelerated and automated
through open data services. Previously, such inspections took several days or even weeks: a responsible person made
inquiries to potential contractors concerning the constituent documents, inquiries to the responsible governmental
authorities (Ministry of Justice, State Tax Service). There was also some risk that the information received by the
companies was unsuitable for analysis or that the data was not provided at all.
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® Open data usage examples

Checking risky counterparties with the help of the YouControl service

YouControl® is an online analytics system for business intelligence, competitive intelligence and counterparty
verification. The system provides a file for each officially registered company in Ukraine on the basis of open
data. It collects data from more than 100 information registries, tracks changes in state registries and visualizes
connections between affiliates.

YouControl helps solve the following tasks:

e Monitoring contractors’ official data on information from open data.
e Making decisions in the field of corporate economic and information security.

e Conducting competitive intelligence, business intelligence, verification of the legitimacy of actions, both the
company as a whole and its employees.

e Analyzing declarations and public procurement.

YouControl currently has about 10,000 commercial users and 3,000,000 users in total.

One of the examples of building an effective system for monitoring potential counterparties is ATB’s cooperation
with YouControl®. ATB’s security service professionals shared their method of counterparty verification, which
helps them identify possible unscrupulous contractors.

Tools that are constantly used by ATB include:

e monitoring of counterparties.
e monitoring of individuals.
e analysis of the relationship between companies and their founders.

e review of the company’s file, which reflects the risk factors, in particular, from the status of the company
(operating/in the process of liquidation or bankruptcy) to the presence of sanctions.

65 https://youcontrol.com.ua/
66 https://youcontrol.com.ua/articles/atb-obyraie-partneriv-z-youcontrol.vak-same/
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According to the inspection results, the retailer was able to avoid entering into an agreement with an unscrupulous
counterparty. During the inspection of A LLC (hereinafter in the description of the case, the names of companies are
changed to ensure anonymity) inconsistencies were revealed in the YouControl system between the type of activity
and the type of services and goods for the following risk factors:

¢ inconsistency of the declared information on participation in state tenders.

e problems shown in the financial statements.

¢ lack of staff with the declared status of the company as an operating.

e more than 20 registered enterprises are located at the company’s registered address.

e five other companies were registered in the name of the director.

Based on such data, ATB decided to refuse to cooperate with the enterprise. The potential savings amounted
to more than UAH 400,000.

Another example of using open data in the verification of counterparties was the cooperation of YouControl with
Lardi Trans, a platform for transport companies. This resource helps freight transportation market participants
find each other and communicate. Due to cooperation between YouControl and Lardi Trans, each user of a paid
subscription can now receive a counterparty file. In particular, it is possible to check the reliability of the company
by learning about the legal status, the amount of authorized capital, tax debts, lawsuits and more.
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Verification of risky counterparties by Opendatabot
for the First Ukrainian International Bank and Alfa-Bank

Opendatabot® is a service for monitoring the registration data of Ukrainian companies and the court registry to protect
against raider seizures and control counterparties. It includes 28 data registries, including data sets of the MoJ, SFS,
SCA, AMCU and others. Today, more than 1,000,000 users who track changes in registries with the help of Opendatabot
actively use the service. The total number of users who irregularly use the resources of the service is about 2,000,000.
Most of them are lawyers, business owners and journalists. 550 companies use the Opendatabot API.

Products of Opendatabot include: Opendatabot chatbot, iOS/Android application, court registry “Babusia” search engine.

First Ukrainian International Bank (FUIB) is the first bank to launch a counterparty verification program together

with Opendatabot directly in FUIB Online Banking for Entrepreneurs. During the payment, a client can check the
counterparty, receiving complete information about theme®2. This significantly reduces the risks of cooperation with
unscrupulous business partners. The number of verifications made by clients exceeded several thousand. Thanks to
the integration of the Opendatabot service into FUIB’s online banking, 500 entrepreneurs were warned about potential
financial risks during money transfers.

Alfa-Bank, which is one of the ten largest banks in Ukraine, is actively developing new digital services, inter alia,

using open data. One of them is OK, Alpha! online banking®, which uses open data services to verify counterparties,
integrating them or creating partnership programs. The bank’s interaction with Opendatabot is also an example of
successful cooperation. So, OK, Alpha! online banking clients receive a professional account in Opendatabot, with which
they can check their counterparties for free for two months and track changes of their business in the registries.

67 https://opendatabot.ua/
68 https://about.pumb.ua/presscenter/news/item/5600-perevrte-kontragentv-u-nternet-bankngu-pumb-online
69 https://ok.alfabank.com.ua/landing/main-ua.html
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Checking risky counterparties using the Contr Agent service
by LIGA:ZAKON in OK, Alpha! online banking

LIGA:ZAKON™ is a Ukrainian company providing legal support to business, government and society for 25 years. It is the
largest developer of information, legal and service solutions in the country.

LIGA360" is an ecosystem of cloud products of LIGA:ZAKON, which helps businesses be aware of changes in legislation,
taxation, reputational media, changes in the activities of partners, customers and competitors. It offers access to more

than 6,600,000 files of Ukrainian companies, 40+ state registries and open sources as well as 85,000,000 court decisions.

Contr Agent™ by LIGA:ZAKON is a service for checking the reliability and monitoring of business partners. It allows
checking your counterparties for tax debts, court decisions, the beginning of bankruptcy proceedings, as well as
receiving up-to-date information about changes in selected counterparties, by mail and online, and quickly assessing
the risks of cooperation. The service contains information about 1,500,000 legal entities, uses data from five state
registries and databases.

Contr Agent is integrated into OK, Alpha! online banking™. And now PEs, who are clients of Alfa-Bank, can monitor
potential and current business partners with the help of the service to make sure that their own business is safe.

0 https://ligazakon.net/

" https://liga360.ligazakon.net/

2 https://ca.ligazakon.net/

B https://ok.alfabank.com.ua/landing/main-ua.html
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Offshore company registrar check via the Ring service 28
and the Liga Contr Agent service

Ring™ is a search engine from the developers of Kantseliarska Sotnia (White Collar Hundred), a non-governmental
organization that creates information projects involving volunteers on the Internet. The organization was founded at
the initiative of Denys Bihus, a journalist, and includes more than ten journalistic and anti-corruption projects™. The
Ring search engine allows checking companies and their owners in more than 20 state registries and projects of White
Collar Hundred. Both business representatives and journalists use the tool in the course of investigations. The system is
quite popular — approximately 1,000,000 users visit it every month, while the number of unique users is about 400,000.

The tool is useful for business because of the possibility to check potential business partners for tax debt, judicial
proceedings, decisions and others. It is also possible to view the history of changes in the company, ownership
structure and managers.

Analysts of Molfar, a research company engaged in competitive intelligence for risk assessment and strategic planning,
also use open data services to check potential customer’s business partners.

Employees of N Law Firm (hereinafter in the description of the case, the names of companies are changed to

ensure anonymity) contacted Molfar to check the X corporate service provider, which registers legal entities and
opens offshore bank accounts’™. Based on the data, Ring identified owners of the company and also identified other
enterprises registered in the name of one of the owners. Based on the analysis of court decisions in Contr Agent,
analysts found that one of the founding companies of X was engaged in illegal conversion of cash for their customers.
In addition, it was found that X served companies whose ultimate beneficiary was Serhii Kurchenko (the person is on
the wanted list and is suspected of numerous offenses™). After assessing the potential reputational risks, N’s lawyers
refused to cooperate with X and chose another corporate service provider.

“ https://ring.org.ua/

s https://bihus.info/projects/go-kancelyarska-sotnya/

6 https://jurliga.ligazakon.net/ua/intervyu/197088_dlova-reputatsya-pdprimstva-navshcho-yuristi-naymayut-reserch-kompan
7 https://www.unian.ua/politics/10489698-genprokuratura-viklikala-na-dopit-biznesmena-vtikacha-kurchenka.htmil
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“ Impact of open data on minimizing the risks of unscrupulous counterparties

Raising awareness of risks

Open data and services based on it simplify the verification of risky counterparties. Most of these processes occur
automatically, the services allow getting results as quickly as possible and in a clear format. For example,

all Ukrainian banks already use open data to generate their client files to assess risks™, and 94% of them use

the YouControl system for assessment.

We have been working for six years already, on the one hand,
to form a culture of prudence in the business environment,
and on the other — a culture of transparency, responsibility
for your actions, when it is no longer possible to remove
something from your file. We all work by the same rules.

Serhii Milman,
CEO of YouControl

8 https://finclub.net/ua/news/banky-rozkryly-svoi-dzherela-informatsii-pro-kliientiv.html
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Reduction of financial and economic losses

The use of tools to check risky counterparties saves businesses from financial losses, fraud and default by potential
contractors. For example, YouControl employees reported savings of up to UAH 10,000,000 based on the results

of inspections of potential contractors™.

YouControl is a navigator that allows you to get around the jam
because you can Nno longer cooperative with unreliable partners
and waste on time on them in the future. You just "go around”
them and immediately choose the ones who are most likely to

oring you profit.

Serhii Milman,
CEO of YouControl

Minimization of reputational losses from cooperation with dubious counterparties

Open data services allow avoiding not only economic and financial losses but also reputational ones. In particular,
they provide the opportunity to check not only the financial soundness of potential partners but also the structure
of companies, their ties, for example, with offshore companies that launder funds or are sanctioned in some
countries. At the same time, reputational losses can be much more significant than financial ones. According to the
studies, for 80% of Ukrainians, the reputation and integrity of the business with which they interact is importantée,.
For example, 88% of Ukrainian banks reported cases of refusal to open an account due to reputational risks?®'.

” https://youcontrol.com.ua/cases/vak-zekonomyty-200-000-dolariv-i-ne-pomylytysia-pry-vvbori-nadivhoho-postachalnyka/
and https://youcontrol.com.ua/cases/vak-za-10-khvylyn-vriatuvaty-10-milyoniv/

80 https://unic.org.ua/news/unic-survey-2018-business-integrity-achievements-and-opportunities-83/
81 https://strategi.com.ua/event/chogo-varta-reputacziva/
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Countering raider seizures of business 31

. Problem

Every year there are about four hundred raider attacks in Ukraine. At the same time, there were 3,242 raider seizures in
2014-2019 according to Opendatabot®?. Since the beginning of 2020, 606 attacks have been registered (as of September
2020)%3, Despite some positive changes at the state level aimed at combating raiding (introduction of a number of
safeguards against raiding in Law No. 159-1X%* and creation of an anti-raider commission with the opportunity to leave

a complaint online®), the general state of affairs remains disappointing. In 2020, only 264 cases out of 451 went to court,
in which proceedings were opened (43%)%6.

One of the key reasons for the raiding is the corruption of the governmental authorities in the field of state registration
control®. In particular, manipulation of state registries is one of the most common methods of raiding in Ukraine. Persons
with access to the registries enter information on a change of the owner of real estate, change of the head of a legal
entity, thus, creating a basis for a raider attack.

& Those Affected

Business owners, company employees.

How open data can help resolve the problem

Raiding is usually associated with the actions of registrars or court decisions on changing property rights, founders or
heads of the company. Open data services allow business owners to track any changes in government registries, track
illegal actions of registrars and respond quickly to such actions.

82 https:// www.epravda.com.ua/news/2019/06/24/649011/

8 https://ua-news.liga.net/economics/news/reyderstvo-v-ukraini-zrostae-do-sudu-ne-dohodyat-57-sprav-opendatabot

8 https://ips.ligazakon.net/document/view/T190159?an=103

8 https://igov.gov.ua/service/333/general

86 https:// www.epravda.com.ua/news/2020/09/22/665376/

8 https://yur-gazeta.com/publications/practice/inshe/oberezhno--reyderstvo-yak-zahistiti-derzhavni-reestri-ta-mayno.htmi
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® Open data usage examples

Notification of changes in registration data from Opendatabot

The Opendatabot service has always given the opportunity to monitor your company for changes free of charge. To this
end, you had to add Opendatabot to any of the messengers, enter the company’s name and subscribe to notifications.
In case of any changes in the registration data, the bot automatically notified the subscriber of the changes made.

In 2019, the service began to report changes in registration data not only to its users but also to all owners of Ukrainian
companies. Information about the change of registration data is via SMS and e-mail. Contact details are taken from the
USR — this information is indicated in about 90% of cases.

In March 2019, the Opendatabot team discovered the removal of the following two companies from the USR: Lunax LLC
and Mustang Plus LLC. The former was engaged in the retail trade in fuel, and the latter — the provision of labour
resources. The owners of the companies confirmed the fact of a raider attack on their companies. The information was
actively disseminated among the leading Ukrainian media®. As of 2020, both companies have been restored in the registry.

Another attempted raider seizure took place in January 2020, when Oleh Serhiiovych Smirnov, the owner and director

of Profteam LLC, received a message from Opendatabot that Maksym Serhiiovych Moiseiev, a person he did not know,
became the owner of his company. After the notification, the victim approached the MoJ and learned that the change of
the owner had been registered by the state registrar on the basis of what turned out to be a forged power of attorney.
Due to the quick response from the legal owner of Profteam LLC, further re-registration of the company and its property
was stopped?®. Changes in the USR were canceled and the company was returned to its legitimate owner.

88 https://www.epravda.com.ua/rus/news/2019/03/20/646252/,
https://biz.censor.net/news/3117646/iz_gosudarstvennogo_reestra_minyusta_prodoljayut_ischezat_kompanii_opendatabot
and https://delo.ua/econonomyandpoliticsinukraine/iz-qosreestra-minjusta-udaleno-368-jurlic-351190/

89 https://minjust.gov.ua/news/ministry/ofis-protidii-reyderstvu-prodovjue-svoyu-robotu
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YouControl service for monitoring of changes in state registries 33

YouControl offers an open data monitoring tool to protect businesses from raider attacks. A full-fledged free monitoring
of companies and PEs occurred in 2019%. Users can how get information about the selected ten companies — notifications
of registration changes, legal status, commencement of the bankruptcy procedure, the state of settlements with the
budget, a ban on foreign economic activity or individual licensing regime, court cases scheduled for hearing which
involve a certain legal entity.

One of the users of the YouControl system, who monitored the USR data on Zhytomyrski Lasoshchi, discovered that

the company had disappeared from the registry. It was later discovered that the disappearance was not accidental but
planned in advance. According to the founder of YouControl: “As soon as this happened, the banks stopped making any
payments of this company, and it found itself on the verge of bankruptcy.” It was later discovered that a raider seizure
was taking place at the time. As a result of lengthy lawsuits, the company was returned to its legitimate owners®'.
Thanks to the service, the fact of the company’s disappearance from the registry was promptly noticed. In addition, this
information formed the basis of a number of journalistic materials and investigations®2, which also contributed to the
publicity of the problem and helped resolve it in favour of its shareholders.

A lawyer of a large agricultural company made another raid attempt®:. During the monitoring of the enterprise, they
noticed that its owner had changed. The responsible manager of YouControl together with the client checked the data
of the website of the Ministry of Justice and saw changes there as well. It was later found out that the service was able
to detect the beginning of the raider attack in time, after the “grey” notary forged documents about the owner. Thanks
to prompt information, it was possible to prevent the seizure of business.

% https://www.epravda.com.ua/news/2019/08/29/651037/

9 http://zhzh.info/news/2016-01-09-26544

%2 https://far.chesno.org/case/517/ and https://bihus.info/pashinskij-i-zhitomirski-lasoshi/

% https://www.aval.ua/biznesu/blog/youcontrol-v-chat-boti-raiffeisen-business-biznes-rozvidka-v-tri-kliki-198
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“ Impact of open data on reducing risks of raider attacks

Thanks to open data, businesses get new tools to prevent raider attacks. Due to the prompt receipt of information,
raiding can be stopped in its initial stages. Previously, before they started to create such services, there were actually
no tools that would allow almost immediately to respond to any changes in the companies’ ownership structure.

In addition, open data services are a new tool for detecting corruption schemes when manipulating registries to organize
raider seizures. It is now much easier to detect the illegal actions of “black” notaries and registrars, since any changes
in the registry can be tracked quickly.

The activity of companies working with open data in the field of anti-raiding has already brought results at the legislative
level: in 2019, the President of Ukraine®* signhed a decree with proposals of Opendatabot to combat raiding. In particular,
it is now forbidden to remove companies from the Unified Registry of Companies®s.

24 https://www.president.gov.ua/documents/5422019-28749
%5 https://opendatabot.ua/blog/346-anti-raiders
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Automation of business processes to save time and money

. Problem

Much of the routine operations performed by company’s employees often involve the unreasonable use of funds
and human resources. About 30% of the workload of 60% of professions can be automated?®s.

& Those Affected

Business owners, employees, clients.

How open data can help resolve the problem

Open data services through integration with customer’s services allow:

e automating the preparation of the same type of documents (bills, contracts and certificates).
e simplifying interaction with supervisory authorities to submit reporting.
e automating financial transactions.

e automatically fill in the data on counterparties and clients that in in public domain.

% https://www.mckinsey.com/~/media/mckinsey/featured%20insights/digital%20disruption/harnessing%20automation%20for%20a%20future%20that%20works/
a-future-that-works-executive-summary-mgi-january-2017.ashx
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® Open data usage examples

Bot&Partners automates the generation of bills and contracts using Opendatabot

Bot&Partners® is a product law firm that simplifies legal processes for businesses. Experts of the company learn the business,
study its internal peculiarities, find routine tasks that can be automated and think about what technologies can help with it.

With the Opendatabot API, clients of Bot&Partners can check counterparties and automatically generate documents.
Once the processes are automated, the company spends one minute to issue a bill and five minutes to generate a model
agreement. It means that the company saves at least 20 minutes on one document to create it.

The School of Management and Design® became one of the clients of the service from Bot&Partners. The main tasks of the
customer included automation of document generation, reduction of paper documentation and automation of standard
letters. The service team created a chatbot to generate contracts, bills and certificates, integrated it into the Vchasno
electronic document management service® and set up automatic sending of messages. With the help of Opendatabot, the
client’s counterparties are checked. As a result, the preparation of letters and documents now takes 3 to 5 minutes, while
this process previously took 20 minutes before automation.

Bot&Partners has also developed a system for automatic generation of premises lease agreements for TAK Vydavnytstvo'°°
(YES Publishing House). Now a document is created within two minutes and requires no involvement of a lawyer. The service
uses Opendatabot to check contractors and obtain current details.

Another example is that Bot&Partners automated the creation of documents for the Odesa International Film Festival'.
The film festival holds large-scale events and offers a package of advertising services for brands — up to 50 types during
one event. The preparation and approval of documents for cooperation with advertisers took a lot of time and resources
from the project manager, lawyer and accountant. Now the bot automatically generates agreements and appendices

for advertising services, inserts the necessary data from the table, checks counterparties as well as calculates the price
and VAT. The system uses Opendatabot to check contractors and obtain current details. Thanks to the automation of the
process, it was possible to save about 100 hours of work of the film festival staff.

9 https://bot-partners.com

%8 https://bot-partners.com/avtomatyzatsiia-dokumentoobihu-dlia-navchalnykh-kursiv

9 https://vchasno.ua/

100 https://bot-partners.com/redyzain-protsesu-orendy-dlia-takvydavnytstva

101 https://bot-partners.com/avtomatyzaciya-generaciyi-dokumentiv-dlya-kinofestyvalyu-omkf
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Poster automates the process of payment via bank transfer using open data

Poster'©? js a Ukrainian product IT company that has created a cloud payment automation system for cafes, restaurants
and stores. 12,000 establishments in 90 countries currently use the system every day.

Poster has decided to optimize the payment process for services rendered'®,

The system works on a subscription basis, when the client has to deposit the required amount, after which it gets access
to its account; for a significant part of users, namely LLCs and PEs, the most convenient format is cashless payment and
payment of subscription as company’s expenses. The payment process consisted of eight steps, required the involvement
of three employees of the company, while the client’s waiting time was 4 to 8 hours on average.

After connecting the Opendatabot API for service users in Ukraine (Ukrainian establishments make up about 30% of

the total number of the company’s clients), all the details of the paying company are filled in automatically. The client
indicates the USREOU code and immediately receives the generated bill. After paying the bill, its account is automatically
extended within 15 minutes and a certificate is sent to its e-mail.

The implementation of this solution helped reduce by a third the number of customer calls to the technical support
service concerning bill payment. In addition, according to the company’s estimates, sales automation allows saving about
80 working hours of personnel on a monthly basis.

102 https://joinposter.com/
103 https://opendatabot.ua/blog/369-poster
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Work.ua gets rid of paper document management using open data

Work.ua is a job search website where more than 70,000 vacancies from 25,000 employers are posted every month. More
than 440,000 visitors visit the website every day. Due to the increase in the volume of documents, the company decided
to switch to electronic document management, since previously Work.ua sent bills and certificates of services rendered
on paper to each of the 20,000 clients.

With the help of Opendatabot, Work.ua on the basis of a statement of payments received under the USREOU codes of
companies or TIN for PEs automatically downloads all the necessary information for bills and certificates (the name
and cost of services, the correct name of the company in the state language, full name of the head and legal details).
Documents in the form of xml and pdf files are downloaded, affixed with a digital signature and sent to clients.

By abandoning paper document management, the company reduced the time spent sending documents by four times
in the first eight months and saved about UAH 500,000.

Opendatabot helps Raiffeisen Bank Aval’s clients,
who are private entrepreneurs, file a tax report

Raiffeisen Bank Aval is the largest Ukrainian bank with foreign capital. Thanks to the integration with Opendatabot, the
Raiffeisen Business chatbot can send PE tax reports and receive receipts from the State Tax Service.

After sending the report, the bank’s client receives receipts of successful submission of the report and its receipt by the
tax authority within a few hours in the business chatbot. The chatbot also automatically reminds customers of the need
to submit the next report in a quarter or in a year (in the case of an annual report).



Ukrainian Universal Exchange automates the process of registering forms
on its procurement platform using YouControl

The Ukrainian Universal Exchange is one of the first professional organizations in Ukraine to start providing a full
range of exchange services. The exchange is an accredited platform and leader of the Prozorro system, having
submitted almost 5,875 offers for 2,868 participants.

In order to optimize the time spent by users and employees, the exchange’s professionals decided to introduce
automatic filling of the form online. Now all the data required for user registration (USREOU code, name, legal
address, full name of the head, TIN, etc.) are automatically downloaded from YouControl via the API.

The service also helps avoid mechanical errors in filling out registration data. At present, registration on the portal
takes five times less time, and the processing of requests by call center employees at the request of users is
significantly accelerated.
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Trademark registration via PatentBot 40

Previously, in order to register a trademark in Ukraine, it was necessary to personally apply to a lawyer. The procedure
for preparing the necessary documents usually took several days. In order to simplify the trademark registration
procedure for Ukrainian businesses, professionals of Prima Veritas, Juscutum and lexnet.io have developed a PatentBot
chatbot for Facebook Messenger.

PatentBot, using open data of Ukrpatent, allows checking whether the name of the trademark is free, applying for
registration online and tracking the status of its execution. All official and legal fees can also be paid online via chatbot.

One of the key advantages of PatentBot is the reduced duration of the registration procedure, as everything is done online,
the whole process takes only five to seven minutes — from finding a free name for a trademark to paying a state duty.

PatentBot is actively expanding and developing: currently, its services are available not only in Ukraine but also
throughout Europe, USA, China, Belarus, Russia and Kazakhstan. In 2018, PatentBot entered the accelerator program of
the Hong Kong accelerator Betatron and was valued at $750,000'%4, in 2019 — received a new round of angel investments,
in 2020 — attracted investments from Doubinsky & Osharova Law Firm. The startup is currently valued at $1,500,0001°5,

In 2018, PatentBot was recognized as the Bot of the Year by the ProductHunt American platform?s,

During the entire existence of the product, more than 70,000 users have checked trademarks through PatentBot, while
more than 1,500 applications for registration have been submitted. Sales increased fivefold and the company’s profits
increased 13-fold. Service clients include David Chen, the owner and founder of the famous robot Sophia'°’.

104 https://www.epravda.com.ua/news/2019/07/2/649250/

105 https://investgazeta.ua/uk/novyny/ukrajinskij-chat-bot-patentbot-zaluchiv-novi-investitsiji-otsinka-startapu-sklala-1-5-min

106 https://uprom.info/news/other/startapi/ukrainskyj-startap-patenbot-vyjshov-na-rynok-kytaiu/

107 https://yur-gazeta.com/golovna/ednannya-robotiv-zasnovnik-robota-sofiyi-zareestruvav-torgovelnu-marku-cherez-patentbot.html
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< Impact of open data on business process automation H

Optimization of time spending

Open data services help optimize the workflow, releasing employees from large amounts of the same type of routine
work. For example, clients of Bot&Partners now spend four times less time preparing documents. The Poster service
saves 80 hours of staff work time per month by using new solutions when paying for services.

Saving money

Services that use open data give the opportunity to reduce operating costs. After the transition to electronic document
management, Work.ua saves approximately UAH 100,000 per month only on printing paper versions of documents and
sending them to customers. Such services help optimize the staff of the support service, since the demand for their
services decreases due to the emergence of alternative methods of consulting clients.

Accelerating and increasing the efficiency of interaction with the client

The use of open data gives the opportunity to more effectively build interaction with customers of companies that
now receive services faster and better. PatentBot helps speed up the submission of trademark registration documents,
reducing time from a few days to 5-7 minutes. And Poster’s clients now receive bills to pay for services ten times faster,
which in turn speeds up the launch phase. Users of the Ukrainian Universal Exchange save time when filling out forms
because almost all information is filled in automatically.



New opportunities for analysis of judicial practice 42
and preparation for litigation

. Problem

According to legal practitioners, searching for legal information is a significant part of their work, on which they spend
several hours a day. Mostly the information that lawyers need is scattered and contained in different registries. It takes
a lot of time to find such data. In this way, monitoring even several entities requires significant routine work.

& Those Affected

Law firms, practicing lawyers and their clients.

How open data can help resolve the problem

The open data of the MoJ and the SCA and the services developed on their basis make it possible to conveniently and
effectively search for court decisions and regulatory legal acts, analyze judge’s practices and monitor judicial practices.



® Open data usage examples

PravoSud is a platform for preparing for a trial in one application

PravoSud'®® is a system for searching and analyzing judicial practice, which allows a lawyer to easily find the necessary
documents and build a sound legal position. Machine learning algorithms help quickly search for the necessary legal
documents in the program and get the most relevant results. Unique features of the system include the analysis of
information on how a judge hears certain categories of cases. There are functions of constant monitoring of entities
interesting to the user, there is a function of notification of changes that occur in the registries of these entities.

The system helps check a person for the history of court cases, enforcement proceedings, presence of bankruptcy

proceedings.

30,000 to 50,000 documents are added to the reqgistry of
court decisions every day. And this is usually the job of junior
staff — almost every day to enter the registry and almost
manually search for documents. It is impossible [to search
and check] 365 days a year. And our tool helps get those
documents in a few clicks.

Mykhailo Vertepa,
CEO of PravoSud

108 www.pravosud.com.ua
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The system uses open data obtained from the Unified State Registry of Legal Entities, Private Entrepreneurs and Public
Associations, the Unified State Registry of Court Decisions, the Unified Registry of Companies on which Bankruptcy
Proceedings Are Initiated, the Unified Registry of Debtors, the Unified State Registry of Persons who have Committed
Corruption Offenses and the Judiciary of Ukraine portal.

PravoSud’s main clients are law firms, lawyers, corporate lawyers and consulting companies. Since the launch of the
project in 2019, 68,000 people have used the system’s services. About 7,000 use the product on a regular basis. PravoSud’s
corporate clients include such organizations as SayenkoKharenko, Tymoshenko & Partners BA and LexArs BA.

In 2019, the service was awarded as the best Ukrainian Big Data startup in the international competition EuroAsian
Startup Awards. In 2020, PravoSud won the All-Ukrainian Open Data Challenge®,

PravoSud’s clients indicate the tools that are most useful for their work:

Volodymyr Tymoshenko, a partner of Tymoshenko & Partners BA, uses search and monitoring functions as well as
analysis of the practices of certain judges'°:

“When you come to a judge and try to appeal to change the decision, it [analysis of the practices of certain judges] helps
a lot; it becomes a lawyer’s additional advantage in the eyes of a judge.”

Volodymyr Tymoshenko’s portfolio includes successful stories of using the PravoSud system, for example, when appealing

to the judge’s previous decisions on the same issues made it possible to change the decision of the current case and win it.

Based on an analysis of the decisions of a certain judge, SayenkoKharenko’s lawyers developed a position and reasoning
for the trial and eventually won an anti-monopoly dispute for their client.

109 https://nachasi.com/2020/10/02/open-data-challenge-4-0/
10 https://vur-gazeta.com/interview/miy-dosvid-vak-va-vikoristovuyu-sistemu-pravosud-u-povsyakdenniy-praktici.html
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WINCOURT - court decision analyzer for preparation 45
for trials by the Court on the Palm service

The Court on the Palm'™ is an analytical service for finding, researching and visualizing court decisions. The tool helps
lawyers visualize information from the registries of court decisions and 14 other thematic registries using keywords and
about 39 different filters. Every day, 20,000 to 60,000 decisions, which are published by the State Court Administration,
are added to the system. These are both current updates of decisions and those previously made. In addition to
searching, in fact, you can configure the necessary filters by court decisions. For example, by type of decision
(substantive, procedural), result, form of document, form of litigation, case number, related cases, year, judge and
dozens of other filters. In particular, searching by courts, lawyers, prosecutors, notaries, trustees in bankruptcy, forensic
experts and legal entities is available.

Court on the Palm is a very popular service with more than 13,000 active users. In 2017, the project won the Open Data
Challenge national competition'?, and in 2020 - received additional funding for the development of the project within
the special award Open Data Challenge Alumni™3.

WINCOURT is one of the products of national which appeared in December 2018. It is a court decision analyzer that
forecasts outcomes of court cases and provides users with recommendations based on current legislation and previous
court decisions. The product allows downloading lawsuits, complaints or court decisions, get forecasts of case outcomes
on the basis of previous court decisions. WINCOURT also provides the opportunity to receive recommendations on
lawyers and current legislation.

The analyzer has already come in handy for users of Court on the Palm. For example, one of the client companies risked
to be penalized for violating labour laws due to incorrect completion of documents. Disagreeing with the penalty, the
company decided to appeal the decision of the State Service of Ukraine on Labour in court. Before going to court, it
used WINCOURT to assess its chances of winning. In the first stage, the analyzer showed chances of winning at 50%.
However, the company’s lawyers, working with the analyzer and using the relevant legislation and combining previous
court decisions in similar cases, achieved a probability of winning at 80%. WINCOURT helped build and test a defence
strategy in court. As a result, the company successfully appealed the charges and avoided a penalty of nearly $6,000.

M https://conp.com.ua/about
"2 https://odc.in.ua/
3 https://www.facebook.com/TAPASproject/photos/a.670182599826428/1650310781813600/
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w Impact of open data on the effectiveness of preparation for litigation

Optimizing time spent for searching for judicial information

Business representatives who use legal services to protect their own interests, are able to receive better quality
services thanks to open data and, as a result, more effectively protect their own interests during litigation.

And legal practitioners working on the side of the business get an effective tool for finding judicial information
and monitoring court cases. If previously such a search required constant manual routine work, now any user
can download the necessary information in a few clicks.
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New opportunities to prepare a defence strategy based
on the judge’s previous work experience

Open data tools allow analyzing the practices of individual judges and, based on this information, developing
a defence strategy, build arguments and prepare appeals.

We can see whether all cases are heard by a specific judge
with a certain, same effect. Nobody has done this before,
pecause for this work, first of all, you need to know where to
ook and in relation to whom. Secondly, to use, say, a registry
for this purpose, you need to spend a few weeks just searching
for this information, not to mention the time to analyze the
data found. And we do it in 2-3 clicks.

Mykhailo Vertepa,
CEO of PravoSud

Anti-corruption effect

Thanks to open data services, businesses get new tools to combat corruption in case hearing. It is now easier

to detect wrongdoing because these tools make it possible to analyze the history of decisions made by certain
judges, the relationship between all participants in the trial. Such information also helps detect potential abuses
or a conflict of interest in advance, build an effective defence strategy or appeal a court decision.
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(W List of organizations whose representatives
have been interviewed

|||||||||
---------

BRDO — Better Regulation Delivery Office

An independent expert analytical center, whose activities
are aimed at improving the conditions of doing business
and investment attractiveness of Ukraine, stimulating the
development of entrepreneurship and establishing a public
dialogue between business and government.

Clarity project

An open data analytics system that allows searching for
Prozorro procurement and Prozorro.Sale auctions by various
criteria, finding and displaying information about tender
participants and the relationship between them, monitor
procurement, customers or participants and assess the degree
of risk of each procurement.

Data Ocean

A platform provider of access to state registries and other
structured data with direct access and automatic updating.

Greenval

A platform based on an open registry — a list of pesticides and
agrochemicals approved for use by the Ministry of Ecology and
Natural Resources of Ukraine. Greenval works as an impartial
price aggregator, displaying price offers for the same product
from different distributors and suppliers.
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Inspect.in.ua

A web service which, based on the results of already conducted
inspections of companies, generates a list of common violations,
generates personalized recommendations for eliminating
shortcomings and selects external professionals.

PravoSud

A system for searching and analyzing judicial practice, which
allows a lawyer to easily find the necessary documents and build
a winning legal position.

Urban Data

An online portal that allows analyzing open data in the field of
urban planning and provides tools for easy search, analysis and
verification of any construction facility.

YouControl

An IT company that develops services based on open data, as
well as an online analytical system of the same name for business
analysis, competitive intelligence and counterparty verification.

Court on the Palm

An analytical service for finding, researching and visualizing
court decisions.

Opendatabot

A Ukrainian compahny that collects, merges and analyzes data
from the country’s main public registries.
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(W Recommendations

L. Problem

Recommendation

State Tax Service of Ukraine (STS)

Low frequency of updating the data set Information

oh economic entities with a tax debt (once a month).

Update the set more often (at least once a week).

In the data set Information on economic entities
with a tax debt, only the surname, name and
patronymic of the person (hereinafter referred to

as the “full name”) and the area of registration are
indicated. Several persons with the same full name
can be registered in Ukraine. This makes it difficult
to identify the debtor and the ability to compare this
data with other registries.

Add additional information to the data set that will
make it possible to identify a person. For example, a
debtor’s address or registration number of a private
entrepreneur in the Unified State Registry.

Data on the Single Social Contribution is not
published as open data.

Publish as a separate data set or at least publish
debtors on the Single Social Contribution as part of
the data set Information on economic entities with a
tax debt.
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. Problem

Recommendation

Access to companies’ financial statements is
currently closed. Thus, companies are deprived of an
effective tool to check potential counterparties.

Publish financial statements of companies as open
data, namely information on the company’s net
assets, profits and expenses.

Companies’ articles of association are currently
confidential information, which makes it difficult to
check potential partners and clients.

Publish companies’ articles of association as open
data.

The data set Registry of value added tax payers
does not contain information about the number
(code) of registration in the Unified State Registry
of Legal Entities, Private Entrepreneurs and Public
Associations.

Indicate in the data set Registry of value added tax
payers information about the number of registration
in the Unified State Registry of Legal Entities, Private
Entrepreneurs and Public Associations.

The data set Registry of licenses does not contain
information about the number (code) of registration
in the Unified State Registry of Legal Entities, Private
Entrepreneurs and Public Associations. This greatly
complicates the comparison and correlation of data
with other data sets.

Indicate in the data set Registry of licenses
information about the number of registration in
the Unified State Registry of Legal Entities, Private
Entrepreneurs and Public Associations.
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. Problem

Recommendation

State Court Administration of Ukraine (SCA)

8 A number of cells are hidden in the data set Unified Publish the USRCD in full.

State Registry of Court Decisions, such as:

e Unhique judge code

e full names of the judges who are members of the
panel but do not preside over the case,

9 There are a number of problems with the structure Publish the data set in machine-readable format.
of the data set Unified State Registry of Court In particular, the following needs refinement:
analysis. Let’s say: separate cell.

e one cell of a table file contains several categories e missing cells.
of cases. _ S
o e inactive links to case texts,
e Values are missing in the case category cells.
e some references to decision texts are inactive,
10 There is no historical data in the data set Case Open historical registry data as open data.

hearing information. Currently, only the data starting

from December 3, 2019 is available (although such
information has been collected since 2015).
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. Problem

Recommendation

11  Judicial statistics published by the SCA are not
suitable for machine processing.

Fix the following errors in the data set structure:
e merged cells.
e no headings.

e cells of different sizes.

o different data formats in the same cells.

12 Some of the data sets held by the SCA are not
currently opened and are not required to be opened,
although they can be used by business to analyze
case law as well as in anti-corruption investigations.

Open the following data sets:

e statistical reports on the administration of justice by
courts.

e court case automatic distribution protocols.

e information on the gender composition of local and
appellate courts as well as the SCA and its territorial
branches.

Ministry of Justice of Ukraine

13 Lack of registration code and registered address of
PE in the USR.

Add information for identification purposes to the
USR (PE’s registered address or registration number).

14 The full USR is not updated after it was made public.

Ensure that the registry is updated in accordance with
the legislation (at least once a week).
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